F5 BIG-IP J x A LA —NFEE

1. BR
1. BXR

2. DYTIT—TIVIZEFATRILER. ...
2. 1. AHREH

2. 2. Device Group DERK
2. Config-Sync MEE



2. DYTFLT—TLIZE B TREIEER

2. 1. FR&EH

T3ATVBRUEAVTVHICENT, TROFHZEFH LTSI LEHERT D,
- £ LM Hostname AN FADN TH S Z &
" BIYOUDA—Y—R—LRUVINRT—FHAREESINATNE I L
- BIYVUDORZIAE- TSI E
“BIG-IPDY I b z7DN—=230REoTWWAT L
- Management IP WEZEEh., 2y FT—VIZEGEESATWSI &



2. 2. Device Group D¥ERL
KAREEE, T4 UBICEOTEREET 5,
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1. Device Management>Device Trust>Peer List DIEIZEIR L., TAdd] o U vH 95,

1l OHLINE (ACTIVE}
|| standsione
|l Provisioning Warning

Device Management » D

/7y statistics
E iApp Peer Authority Devices l Add
o 17| ¢ Nams # Hostname | ¢ Serial Number ‘  MAC Address
[E) wirards
No records 1o display.

Local Traffic

[ Access Poticy

@ Device Management I

Devices
Device Groups

Device Trust

2. EhoF)#OEREASDL, Retrieve Device Information] Z#ERI 5,
Device IP Adress : 172.18.135.9(h 5 1) 1)
Administrator Username : admin(7Z#JL k)
Administrator Password : admin(7FZ#JL k)

[ ONLINE (ACTIVE)
|l standalone
[l Provisioning Warning

Main m About Device Management » Device Trust: Peer List

Frag statistics
Remote Device Credentials

iApp Device IP Address 17218.1359
v: Wizards Administrator Username admin
Administrator Password sssas

cancel ||| Retrieve Device Information |

Local Traffic

5] Access Policy
@ Device Management

Devices
Device Groups

Device Trust



RENE O TS &ML, TFinished] ZERT B,

| onLmE (acTive)
| standalone

1 Provisioning Warning

H Device Management » De
f"fi Statistics

Remote Device Credentials.

@ iApp Device IP Address 172181359
E]] Wizards Administrator Username admin
) Local Traffic Administrator Password sssee
Device Certificate
Subject EMAILADDRESS=root@localhost localdomain, CN=localnost localdomain, GU=WyOrg, O=kyCompany, L=Seattle, ST=WA, C=—
= .
Device Management Management IP Address 172.18.135.0
OGerisH Expiration ¥ Tue Oct 20 02:13:23 PDT 2013
Devices Serial Number
Device Groups Signed Yes
8SHA1 cff72b9f752c156e4f5d5a6a631d52ffb23c496c
Device Trust
MD5 af78dB853063c76203deff5109c62069
£2) Network . B
Device Properties

System I Name | [TEST2.l0cal

Cancel I Fm\shedl

KEehoFUEMNEMENT=C & ZHEE,
fs e

|l Provisioning Warning

Device Management s

\_’;_":d Statistics
@ o Peer Authority Devices

l@ o “ Name ~ Hostname | = Serial Number ‘ “ MAC Address
[F] TEST2local l TEST2 local
Local Traffic

gj Access Policy
=
Device Management

Overview
Devices
Device Groups

Device Trust

Device Management>Device Groups MDJEIZEIR L. [Create] o v o3 5B,

| onLINE (ACTIVE)
Disconnected
|l Provisioning Warning

Device Management » De

g4 ~  Device Group

. . 1
= Search I Create.

~ Group Name ‘ = Type | < Configyne | ConfigSync Status ‘ Members

ho records to display.

lﬂ Wizards
(347 vocal Tratfic

FI access poiicy

I@ Device Management I

Devices

Device Trust




TRDKLSIZHEZEL. lFinishedl 290 v o ¥ 5,
MGeneral Properties
Name e [RELEWIIL—T4]
Group Type --- TSync—Failover]
MConfiguration
Member s T —=TFIZEDI= A 28—% Tincludes) 2870

1 onLmE (acTive)

Disconnected

[l Provisioning Warning

Device Management » Device Groups » Hew

/=3 Statistics
General Properties.
@ iApp Name [ TESTSyme
=) wizards Group Type Sync-Failover ~
Description |
) vocal Traffic
& X Configuration
gj Access Policy g
Includes Available
g Device Management /Comimon
Members LT
Overview
>
Devices
Device Groups Network Failover [C] Enabled

D Trust
EMEERE! [ cancel ][ Repeat |[ Finished |

KB AIEE =R ITH LT, REEA TActive] [T o1=C & #/EE,

Network>Traffic Groups MIEIZZEIR L. ltraffic-group-1] %:EIRI 5,

[l ONLINE (ACTIVE)
Jl in sync

[l Provisioning Warning

Network »» Traffic Groups

¥* v | Traffic Group List
— |

E iApp Failover Status
= N Status ACTIVE
@ Wizards
Summary 111 active
Local Traffic Details active for /Common/iraffic-group-1
[ Access policy F Saih
— ‘ ¥ Name “ CurrentDevice | = Next Active Device + Failover Objects | + Partition / Path
Device Management
DI traffic-group-1 I TEST1.local (Self) Initializing / Not Synced 2 Common
E Network I [ Force to Standby, | [ Delete.
Interfaces
Routes
SelflIPs
I Traffic Groups I

Packet Filters

Rata Ghaninn



7. Default Device IZT5 4 < J#%E#IRL., lUpdate] 20 ) v o ¥ 5,

| OHLINE (ACTIVE)
5 e
|l Provisioning Warning

Main Help About Network » Traffic Groups
] Statistics 1+ ~ Properies F
E L) General Properties
Uﬂl Wizards Name traffic-group-1
Partition Common
jLoea Bt Description |
[ Access Policy Default Device I I
g Dot Nowagneat Current Device TEST1.local (Self)
Next Active Device Initializing / Not Synced
£33 Network MAC Masquerade Address ,—
Interfaces Auto Failback [E Enabled
Rotites Floating Yes

SelfIPs

Update Cancel Delete I Force to Standby

Traffic Groups
Packet Filters

Rata Shaninn
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2. Config-Sync MEXE

TS5A4T)EIZE LT, Network>VLANs DIBEIZEIR L., Create] 24 w93 5,

| oNLINE (ACTIVE}
Disconnected

E iApp I Create... n
ﬂ e ‘AName ‘#Tag"‘ tagged Interfa T ‘%Fa.mnonl?am
No records to display.

B Locatrame

IR access Policy

+

% Device Management

&) Network I

VLAN %& (< TInternal). Untagged IZ Interface 1.1] %##iRL.
[Finished] 2 Uv o9 5,

| oNLINE (ACTIVE)
Disconnected
[ Provisioning warning

Network » VLANs:VLAN List »» New VLA

-3
General Properties
|_g) iApp Name Internal I
“ﬂ Wizards Description |
@) Local Tratic e

E-Tj Access Policy Resources
Untagged Available Tagged
Device Management 12 -

Interfaces E] :iEl
153) Network 7

16~
Interfaces
Routes Configuration: Basic >
3elfIPs Source Check E

Traffic Groups MTU 1500

Packet Filters

Cancel | [ Repeat || Finished ||

Rate Shaping



B#HRIZLT. TRD & SIZ VLAN TExternal ). THAl Z4ERKT 5.

| oNLINE (ACTIVE)

Disconnected

[l Provisioning Warning

_ 1| name * Applcation |+ Tag | Untagged nterfaces | Taggea nertaces | < Partiion / Patn
[ Extemal 003 12 Common
Local Traffic
@ [F HA 4082 13 Common
5 Access Poiicy [ Internal 4094 1 Comman

Device Management
(=2 Network

Network>Self IPs MIEIZ:E IR L. [Create] 0 vU T 5,
i OMNLINE (ACTIVE)
5 moe”

About Network »» SeifIPs

&~ | SefIPLi

/-y statistics
(g v
- +|| ¢ Name
uij] Wizards |
No records to display.

B tocarrrame

37 Access policy

Create..

+ Application | # IP Address | # Netmask | # VLAN /Tunnel | # Traffic Group | “ Partition / Path

= Device Management

E2) Network I

Interfaces

Routes

: Sell Ps




5. TEOHIGES->T, IPZE5D2EKT %,
BEH) T4 UK

‘ IP Address Netmask Port Lockdown  Traffic Group

1‘ 192.168.1.1 Internal-nf 255.255.255.0 Internal Allow All non-floating
i 192.168.1.11 Internal-f 255.255.255.0 Internal Allow All floating

3‘ 172.16.1.1 External-nf 255.255.255.0 External Allow All non-floating

4‘ 172.16.1.11 External-f 255.255.255.0 External Allow All floating

5‘ 192.168.10.1 HA 255.255.255.0 HA Allow All non-floating

SEF) thoFTIH

IP Address Netmask Port Lockdown  Traffic Group
1‘ 192.168.1.2 Internal-nf 255.255.255.0 Internal Allow All non-floating
2‘ 192.168.1.12 Internal-f 255.255.255.0 Internal Allow All floating
3‘ 172.16.1.2 External-nf 255.255.255.0 External Allow All non-floating
4‘ 172.16.1.12 External-f 255.255.255.0 External Allow All floating
i 192.168.10.2 HA 255.255.255.0 HA Allow All non-floating

ABANET LS. TFinished] &R 5,
IONUNE!ACT?VE]
|

Network » SelfIPs ,» New Self IP...

/'“1 Statistics
Configuration

E iApp Name Internal-nf
|7 wizards IP Address [192.168.1.1
ij Local Traffic Netmask I 255.255.255.0

VLAN /Tunnel Internal -
1A access poiicy

Port Lockdown Allow All =

@ Device Management -
|1 Inherit traffic group from current partition / path
Traffic Group
'@ Network traffic-group-lacal-only (non-floating) -

Interfaces Cancel | [ Repeat ||| Finished ||

Routes

SelfiPs

¥non-floating Z/EEL L TH 5 floating Z4Erk T 5.
XHA [& non—floating DAERT B,



5D0M Self IP #1ERT %,

[l ONLINE (ACTIVE)
Disconnected
1 Provisioning Warning

B

@ Wizards [+] ‘ “ Name + Application | # IP Address + Netmask # VLAN / Tunnel | ¢ Traffic Group ‘ + Partition / Path
[F] Externalf 172.16.1.11 255.265.255.0 External traffic-group-1 Common
) Local Traffic
G tocaiTra [ Externalnt 1721611 2552552550 External traffic-group-local-only Common
D‘j Access Policy B HA 192.168.10.111 255.255.255.0 HA traffic-group-local-only Common
g i Ml [F] Internal-f 192168.1.11 25526562550 Internal traffic-group-1 Common
[ Internal-nf 192.168.1.1 255.255.255.0 Internal traffic-group-local-only Commeon
=2 Network
Interfaces
Routes
SelfIPs

THUFIRICENTE, 1. ~5. OFIEZITS,
RES S Self IPRERENRRLET AL FTHERT %,

TS5A4 ) #IZH LT, Device Management>Devices DIJEIZEIR L.
TSA<)iGselNZEV) YT 3,

[ ONLINE (ACTIVE)
Disconnected

[ Provisioning Warning

Device Management » De

% ~ Device

I Search

[+| status | ~ Name < Address < Hostname | ¢ Version
@ TESTH local (Self) I 1721813510 TEST1local BIGHP v11.2.1 (Build 797.0)
@ Local Traffic
= TESTZlocal 172.18.1359 TEST2local BIGP v11.2.1 (Build 797.0)

m Access Policy

@ Device Management I

Oveniew

Device Groups

Device Trust

52 Network
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Device Connectivity>ConfigSync MIEIZEIRL .
Local Address I T(Internal) ] %3ERL T lUpdate] 9 5.

§ onLKE (AcTIVE)
Disconnected
|l Provisioning Warning

Help Abou Device Management » Devices »

fe— Statistics ¥ » | Properties Device

iApp C
@ Wizards
[ Locar Tratfic

I Access Policy

Local Address I 192.168.1.1 {Infernal) g I

@ Device Management

Overview
Devices
Device Groups

Device Trust

52 Network
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Device Connectivity>Mirroring MIEIZEIR L.
Primary Local Mirror Address % [ (Internal)].
Secondary Local Mirror Address & TNonel &3EIRL T lUpdatel 9 5,

| onwLmE (AacTIvE)
Disconnected

[l Provisioning Warning

Device Management » Devices » TEST1.local

& - Pro 85 Device Connectivity ~

L} app Mirroring Configuration
B Wizards Primary Local Mirror Address 9 e hd
1
Secondary Local Mirror Address § None - I

() Local Traffic

Erj Access Policy

g Device Management

Overview
Devices
Device Groups

Device Trust

Network

TAVFYRIZEWNTH, 6. ~8. %175,

TS54 ) #IZH LT, Device Management >Device Trust>Subordinate List
DIEIZFEIRL., Tadd) #2)vo 95,

| onume (acTivey
J in sync
|l Provisioning Warning

lain b Device Management »
L&) iApp Subordinate Non-Authority Devices I Adad. I
= V]| s 3 * Seri :
Lﬂj Wizards EI ‘ Name Hostname * Serial Number | MAC Address

Mo records to display.
(G Local Tramic

[ Access poiicy

& pevice Management I

Devices

Device Groups
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12 hoF D IEHRZEZASL. TRetrieve Device Information] Z:&IRI 5,

13.

[ onLINE (ACTIVE)
Il inSync
[l Provisioning Warning

Wizards
Local Traffic
) Access Policy
= =
Device Management

Devices
Device Groups

Device Trust

NBENE>TWA I LZEHE
f Il ONLINE (ACTIVE)
5 Disconnected
[l Provisioning Warning

Main - w

= Statistics.

Tl ison

B Wizards

43 Local Traffic

CU Access Policy
Device Management

Overview
Devices
Device Groups

Device Trust

52 Network

System

Device Management » Device Trust : Subordinate List

Remote Device Credentials

Device IP Address

Administrator Username

Administrator Password

172.18.135.9
admin
cened

Cancel ||

Retrieve Device Information ||

Device Management »» D

Remote Device Credentials

FBL. lFinished] 22U vo 9%,

Device IP Address

Administrator Username

Administrator Password

172.18.1359
admin
seeee

Expiration

Serial Number

Device Certificate
Subject EMAILADDRE 1 CN=localhestlocaldomain, OU=MyOrg, O=MyCompany, L=Seallle, ST=WA, C=—
‘Management IP Address 172181359

[ Tue Oct 20 02:13:23 PDT 2013

Signed Yes
SHA-1 cfi72b91752c156e4/5d5aba631d52fb23c496¢
MD5 af78d8853063c76203deff5109c6e069
Device Properties
Name | [TESTZI0CAl

|

XSS DIREEN Tactive-activel T2 TWA I L EFERT 5,

13



14. Device Management>Overview DJEIZEER,
TS54 <) #E&EIR,

15.

[ onLINE (acTIVE)
Changes Pending

f5

[l Provisioning Warning

il inon
B Wizards
Local Traffic

Cl'j Access Policy

Device Management

i Overview

Devices
Device Groups

Device Trust

2 Network

[F%] system

Sync>Sync
XKERHIAYIZ
rAND,

L[ﬂ Wizards

3 Local Traffic

[ Access Policy
=] Device Management

Overview
Devices
Device Groups

Device Trust

£ Network

System

Device Management »» Overview

&~ Overview
—
Device Groups
‘ “ Name = Sync Status “ Mumber of Devices # Device Group Type # Sync Type |
‘ TEST-sync @ Changes Pending 2 Sync-Failover Manual |

Sync Summary Status
Summary

Details

Devices
# HAS{{ “ Name

Changes Pending

There is a possible change conflict between TEST1.local and TESTZ local

Recommended action: Synchronize TEST1.local to group TEST-sync

~ Sync Status

Show Advanced View

“ Configuration Time

=

TEST.local (Self)

() Awaiting initial Sync with Changes Pending

10/20/2012 23:00:01

TEST2 local

i

) Awaiting Inftial Sync with Changes Pending

10/30/2012 22:50:39

Device Management >

device to group ZERL Syncy 20 ) wvo3 3,
USC Z77A4ILE LEZETF BEEIE Force>0verwrite Configuration 244

o+ Overniew

| Device Groups
| + Name ~ Sync Status = Number of Devices + Device Group Type + Sync Type ‘
| TEST-sync °Changes Pending 2 Sync-Failover Manual ‘

Sync Summary Status
Summary

Details

Devices

# H.Ast{ + Name

Changes Pending

There is a possible change conflict between TEST4.local and TEST2 local

Recommended action: Synchronize TEST 1.local to group TEST-sync

+ Sync Status

Show Advanced View

“ Configuration Time

TEST.local (Self)

<
=

TEST2local

) Awaiting inftial Sync with Changes Pending

€ Awaiting initial Sync with Changes Pending

10/20/2012 23:00:01

10/30/2012 22:50:39

Sync

Sync device to group

Force

[T overwrite Configuration

& One or more devices has a more recent configuration than the selected device. To overwrite the more recent configuration, you

mustuse the Force option

14




16. TRIOBEEMNR RS, Sync Status ANGRIZAHE -2 & &

MBATEE=4M lactive-standby] IZH>TWNB I & ZFERET S,

| onwme (sTANDBY)
Jl in sync
| Provisioning Warning

Device Management »

= Statistics
=l

@I Wizards
Local Traffic
ZIZ] Access Policy

=) Device Management

I Overview

Devices
Device Groups

Device Trust

(=2) Network

R Cuntimn

Bkt

£ - | Oven
_—
' Device Groups
| + Name ~ Sync Status + Number of Devices + Device Group Type + Sync Type ‘
| TEST-sync @ 2 ‘Sync-Failover Manual ‘
Sync Summary Status  In sync
‘Bummary  All devices in the device group are in sync
Details

Devices Show Advanced View

‘ $ Hnsq ~ Name | + Sync Status + Configuration Time

‘ @ TEST1.local (3elf) @ 10/30/2012 23:17:30

‘ ] TESTZ.local @ 10/30/2012 2317:30
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